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UAVs are increasingly being used in critical domains such as military 
operations.



UAVs rely on protocols like MAVLink for mission-critical 
communication.
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Stealthy attacks exploit commands that are allowed by the protocol 
but still induce undesired UAV behavior. 
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Source: https://www.usenix.org/system/files/sec19-kim.pdf

87 allowed but unsafe combinations of 

parameter values.
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Stealthy attacks exploit commands that are allowed by the protocol 
but still induce undesired UAV behavior. 



Stealthy attacks are very hard to detect by runtime monitoring 
because they exploit nominal behavior.
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“Out of the remaining 87 bugs, the 

developers have so far independently 

confirmed 8 bugs and patched 7 of them.” 
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Our runtime verification approach, Datum, can detect and prevent 
stealthy attacks at runtime by enforcing parameter-level constraints.
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Pitch Params

x = Pitch Rate Max (high)

y = Pitch Rate Gain (normal)

z = Pitch Rate Feedforward (high)

Before flight

Engineer Specification



Datum is a framework that enhances the safety of protocols by 
writing protocol specifications with refinements.

1- Define protocol

2- Add refinements

3- Check at runtime

Datum

F* Theorem Prover

Dynamically Assured Typed Universal Messaging



F*’s strong dependent type system allows for the 
specification of safety constrains.

F* theorem proverCommon.xml

<message name="MISSION_COUNT">

<field type="uint16_t"

name="count">

</field>

</message>"

type mission_count = {

count : uint16_t;

}

Generate Types

1- Define protocol



Global refined multiparty session types (GRMPSTs) is the 
core logic underlying Datum.

A → B : MSG(x : ℕ {x > 7})

A → B : (MSG1 : ℕ {x = 10})  ⊕ (MSG2 : ℕ {x ≠ 10})

µ.T(n : ℕ {0 ≤ n ∧ n < 5})⟨n = 0⟩ A → B : MSG(y : Bool {y = true}).T⟨n = n 

+ 1⟩

1- Refinements

3 - Recursion

Global Refined Multiparty Session Types

2- Add refinements

2- Guarded Choice
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1- Refinements

2- Guarded Choice

3 - Recursion

Global Refined Multiparty Session Types

Conditional Body Recur

2- Add refinements

Global refined multiparty session types (GRMPSTs) is the 
core logic underlying Datum.



GCS UAV

2- Add refinements

Datum

Param Set(Pitch Gain, n)

Datum enforces inter-parameter constraints on MAVLink 
commands.

Check that the other pitch parameters have reasonable values



GCS UAV

2- Add refinements

Datum

Param Set(Pitch Gain, n)

Datum enforces inter-parameter constraints on MAVLink 
commands.

GCS → UAV: Param Set(Pitch Gain, n: ℕ {n < x*y*z*const})

Pitch Parameter Values

x = Pitch Rate Max 

y = Pitch Rate Gain 

z = Pitch Rate Feedforward 

Added refinementExisting specification



Datum
Pitch Parameter Values

x = Pitch Rate Max (normal)

y = Pitch Rate Gain (normal)

z = Pitch Rate Feedforward (low)
GCS UAV

Datum enforces inter-parameter constraints on MAVLink 
commands.

GCS → UAV: Param Set(Pitch Gain, n: ℕ {n < x*y*z*const})

3- Check at runtime

Param Set(Pitch Gain, n = high)

True



Datum

Param Set(Pitch Gain, n = high)

Pitch Parameter Values

x = Pitch Rate Max (high)

y = Pitch Rate Gain (normal)

z = Pitch Rate Feedforward (high)
GCS UAV

Datum enforces inter-parameter constraints on MAVLink 
commands.

GCS → UAV: Param Set(Pitch Gain, n: ℕ {n < x*y*z*const})

False

3- Check at runtime



Off-the-shelf UAV software and SITL frameworks are fully 
operable with Datum
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Datum checks add less than 30 μs of overhead
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Future work is aimed at improving memory overhead.
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Our approach uses runtime checks to enforce formal safety 
guarantees on unsafe system communications.
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Check:  The Kitchen is making exactly the meal that was ordered

Customer Waiter Kitchen

Order

2- Add refinements

Make

Datum

GRMPSTs allow us to specify and monitor protocol-level 
safety properties using Datum.



Customer Waiter Kitchen

2- Add refinements

Customer → Waiter: Order(x: ℕ). Waiter → Kitchen: Make(y : ℕ{y = x})

Sender/receiver

Label 

Payload

Refinement 

Datum

GRMPSTs allow us to specify and monitor protocol-level 
safety properties using Datum.



Customer Waiter Kitchen

Meal #7 Meal #7

3- Runtime checks

Customer → Waiter: Order(x: ℕ). Waiter → Kitchen: Make(y : ℕ{y = x})

Sender/receiver

Label 

Payload

Refinement 

Datum

GRMPSTs allow us to specify and monitor protocol-level 
safety properties using Datum.
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Customer Waiter Kitchen

Meal #7 Meal #2

3- Runtime checks

Customer → Waiter: Order(x: ℕ). Waiter → Kitchen: Make(y : ℕ{y = x})

Sender/receiver

Label 

Payload

Refinement 

Datum

GRMPSTs allow us to specify and monitor protocol-level 
safety properties using Datum.



F*’s explicit handling of refinements 

Native refinements Hidden Monad SMT integration
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