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We show how to leverage runtime monitoring 

and high-assurance operating systems to defend 

against sophisticated adversaries.



UAVs are desirable targets for adversaries because they depend on 
untrusted software components to automate critical missions.
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UAVs rely on a complex software stack that significantly expands the 
attack surface.
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In this work we consider two attack models and combine UAV 
resiliency approaches into an architecture that protects against both.
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A compromised ground control station can launch stealthy attacks by 
exploiting parameter interdependencies.
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A compromised ground control station can launch stealthy attacks by 
exploiting parameter interdependencies.
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A compromised UAV driver can override mission safety checks and 
induce dangerous behavior.
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Datum can detect and prevent stealthy attacks at runtime by 
enforcing parameter-level constraints.
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However, Datum is ineffective against driver attacks that bypass its 
checks.
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The DARPA HACMS program defends against a compromised 
UAV driver using formally proven isolation.
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However, stealthy attacks from a compromised ground control 
station remain effective, even against HACMS-style architectures.

11

Network Stack

Network 

Drivers

Linux VM

Flight Control

Linux VM

FCS Stack

seL4

HACMSParam Set: 

Pitch P high

1- Authenticated

2- Well-formed

Stealhy Attacks



HACMS and Datum prevent only one of the attacks, while being 
vulnerable to the other.
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A resourceful attacker who compromises both the ground control 
station and a UAV driver can sabotage both approaches.
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Our system composes HACMS and Datum in a single architecture to 
defend against this powerful adversary.

14

Network Stack

Network 

Drivers

Linux VM

Flight 

Control

Linux VM

FCS Stack

seL4

Our Approach

Datum

Driver Attacks + Stealthy Attacks Driver Attacks + Stealthy Attacks

Network Stack

Network 

Drivers

Linux VM

Flight 

Control

Linux VM

FCS Stack

seL4

HACMS

Datum
Flight 

Control

Embedded Linux

Network 

Drivers
Bypass Attack

DATUM
VULNERABLE

Stealthy Attack

VULNERABLE



The evaluation shows our architecture adds acceptable overhead.
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We show how to leverage runtime monitoring and high-assurance 
operating systems to defend against sophisticated adversaries.
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Case studies
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Pitch parameters
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An attacker can exploit a vulnerability in the Linux wireless 
stack to compromise the Linux network drivers
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Challenge 1: Isolating the network stack from Datum and FCS
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ç

Challenge 1: Isolating the network stack from Datum and FCS
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Challenge 2: Enabling Safe Communications Between Components 
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Challenge 2: Enabling Safe Communications Between Components 
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Challenge 3: Integrating the system
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Challenge 3: Integrating the system
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